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Contexte :

La DMZ est une zone isolée du réseau local, accessible depuis des réseaux publics
tout en préservant l'intégrité du réseau local.

La société Booktic a décidé d'installer une passerelle Pare-Feu basée sur la solution
Pfsense, un routeur/Pare-Feu administrable a distance via une interface web.

Pfsense offre des fonctionnalités telles que le filtrage, le routage, le NAT et peut
intégrer d'autres fonctionnalités comme le proxy.

Schéma du contexte:
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Installation:

Création d’une nouvelle machine virtuelle qui sera notre Pare-Feu et sur lequel sera
installé Pfsense

Notre Pare-Feu aura 3 interfaces virtuelles pour 3 VLANS différents, il faut donc

parameétrer 3 cartes réseaux virtuelles (VLAN 30 LAN, VLAN 40 DMZ , VLAN 60
WAN)
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Ensuite on installe 1’iso de Pfsense sur la machine virtuelle puis on boot sur I’iso
[ bfsense-CE-27.2-RELEASE-amd64iso  Modfiele oorzzos 2zt |

| ChUtilisateurs\Administrateur\Bureau Type: Fichier d'image disque Taille : 834 Mo |

fSense Installer

Welcone

Welcome to pfSense!

l Install pfSense

Bescue Shell Launch a shell for rescue operations
Recover config.xml Recover config.xml from a previous install

{Cancel>
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A) Logou (SSH malu ) 9) pfTop |
1) Assign nt a A) Filter Logs |
2) Set ' add ) Restart webC unf 11_]III ator |
3) Rese ebC .uflg_jll.r.-_ifur p sWord 2) PHP shell |
4) Rese factory defaults 3] IJp{Iﬂ.I e from ¢ :
3) 2boo ) 4) Enable Secure Shell (sshd) |
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6) Ha syste 3) Restore recent configuration
7) Ping host 6) Restart PHP-FPH
8) Shell

Enter an option: |

-» hnH
-» hnZ
LDPTI (optl) -» hnl

" - Helcome to pfSense 2.7 .2-RELEASE (amd64) on PFBktic ===

HAH (wanl -»> hnB => wdq: 192 .168.5.211/24
LAH (lan) -» hn2 —» wd: 172.18.8.242/28
OPT1 (optld -» hnl => wd: 172.18.8.2/527




Désormais, je peux mettre une machine dans le vlan 30 ainsi que lui attribuer une ip
et accéder a I’interface visuelle de pfsense en recherchant 172,18,0,242

SIGN IN

[Enter an option:

fHessage from syslogd@PFBktic at Mar 26 12:83:15 ...
hp—fpm[62996]: /index.php: Successful login for user 'admin’ from:
| (Local Database)

essage from syslogd@PFBktic at Mar 26 13:35:58 ...
php—fpm[16341: findex.php: Successful login for user "admin’ from: 172.18.8.243
Lcn:al Database)

Rlisense

COMMUNITY EDITION

WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager.

System/ Routing / Gateways Co®uEe

Gateways  Static Routes  Gateway Groups

Name Default Interface  Gateway Monitor IP Description Actions
Ot @ wancwé  Default (1Pv4) WAN 192.168.5.252 192.168.5.252 WanGw Default SO00D
O @ LanGw LAN 172.18.0.241 172.18.0.241 LanGw SO00D
T4 @ opPTiGw OPT1 172.18.0.1 172.18.0.1 Opt1Gtw LO00m



&« C QO & 172.18.0.242/system_ro

s.php 0% vF @ 9 =

WARNING: The ‘admin’ account password is set to the default value. Change the password in the User Manager.

System / Routing / Static Routes w B @

Static Routes

Network Gateway Interface Description Actions
@ 172.17.0.0/16 LANGW - 172.18.0.241 LAN FO00m
@ 172.19.0.0/24 LANGW - 172.18.0.241 LAN L000
@ 10.0.0.0/24 LANGW - 172.18.0.241 LAN SO00m

| Gateways Static Routes  Gateway Groups |

Enable  [(E Enable interface

Description WAN

Enter a description (name) for the interface here.

IPv4 Configuration Static IPv4 v
Type
IPv6 Configuration Mone h
Type
MAC Address
This field be used to modify ("spoof') the MAC address of this interface

Enter a M dress in the follov ve blank.

ng format: xxocxxooexx:xx or lea

MTU &

field is blank, the adapter's default MTU will be used. This is typically 1500 bytes but c: n some circumstances

connections to the value entered above minus 40 for IPv4
eader size) will be in effect.

If a value is entered in this field, then MSS clamping for
(TCP/IPv4 header size) and minus 60 for IPv6 (TCP/IP

Speed and Duplex Default (no preference, typically autoselect) v
Explicitly set speed and duplex mode for this interface
WARNING: MUST be setto a
speed and duplex forced

oselect (automatically negotiate speed) unless the port this interface connects to has its

Static IPv4 C ura
IPv4 Address 1921685211 TRETER"
|Pud Upstream  WANGW-192.168.5.252 .

gateway

| WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager. I
| Firewall / Rules/ LAN L B @ I
| Floating WAN LAN OPT1 |
| Rules (Drag to Change Order) |
| States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions |
| 71075 * * *  LAN 80 * * Anti-Lackout Rule -3
MiB Address |
| O  0/1.17MiB IPva* * * o L none LS00 |
| wx |
| O « 0/08B IPvd*  LAN L LI none Defaultallow LANtoany & &S 0O
| subnets rule mx |
O + 0/0B IPY6*  LAN L L none Defaultallow LAN IPv6 o« £ [0 O |
| subnets any rule mx |
I |

I: (@] O 8 172.18.0.242/interfaces.php 20% ¥y ® 9 E—I



Je peux réaliser un test en configurant une machine dans le vlan 30 avec une ip
statique et ping I’interface du vlan de pfsense




